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This is the second
 of a series of two articles in which the author presents some key elements from his recently completed thesis about functional, non-intrusive information infrastructures for inter​organisational public policy implementation. The development of these information infrastructures requires a new approach - chain-computerisation - based on new concepts and practices. This methodology is vital for public administration if the problems associated with interorganisational policy implementation are to be overcome. Chain-computerisation recognises the impossibility in many interorganisational settings of implementing government policy, because no single organisational actor has authority over the system. The methodology of chain-computerisation can be applied to many situations where public policy is to be implemented under close co-operation between many autonomous public and private organisations.

The first article gave a brief description of the new approach, chain-computerisation, on the basis of some examples. The emphasis was placed on the management aspect: the streamlining of information exchange within and between value chains. In this second article the emphasis is placed on the social significance of chain-computerisation, which brings about information infrastructures with which privacy and anonymous legal transactions can better be supported. System concepts for the organisational border-transgressing exchange of information are not merely a question of technology, but also determine the quality of the information society through the way in which the computerisation of society takes place. It is for this reason that policy makers will have to involve themselves more in those system concepts. To them, the new chain-computerisation approach incorporates an alternative to traditional system concepts. This alternative at the same time clarifies implicit social choices in the traditional system concepts.             

It will be clear that the examples used here reflect the legal context of the Netherlands or the European Union, but the insights described can also be applied to other governmental and legal cultures. 

1.
Introduction; chain-computerisation

In the external environment of a contemporary organisation, (value) chains are becoming increasingly prominent: actions or products of various organisations that link up to one another and produce a specific social value only when all organisations work in line with one another. Organisations exchange information to support the co-operation in a value chain. These days, people want to do this quickly using an automated system. But it is precisely these automation projects that are difficult to get off the ground, and often meet with failure. There are a number of explanations for this. The parties involved are afraid of losing control of their work and their own information. What will others do with the information they are given, and how can you prevent your own work from being disrupted? The lack of a formal co-ordinating authority in a value chain results in policy and the decision-making processes taking a course other than that to which we are accustomed within traditional organisations. 

Chain-computerisation is a new approach to computerised communication in a value chain with a large number of independent organisations, without one of those organisations being able to impose its will on the others. Many well-intentioned efforts in a chain of operations fail because of the complexity and limited manageability of organisational border-transgress​ing work processes. The organisation of many chains has become too unwieldy and complicated. Organisational measures alone are no longer sufficient to solve the problems. Neither does the internal automation of the participating organisations offer a guarantee for the correct functioning of the value chain. Information technology must therefore also be applied at chain level: chain-computerisation. But that is easier said than done. At chain level there is often a lack of suitable administrative conditions and a suitable information infrastructure. This is complicated by the fact that many organisations participate in more than one value chain and therefore frequently have to re-allocate their scarce resources or make concessions to quality. The judge, for instance, contributes to the criminal law enforcement chain, the aliens chain (immigration and naturalisation) and the youth chain. The municipal civic affairs department issues a passport for international travel, but the civil-law notary uses it for a real estate transaction, and the PTT for issuing a car registration number. This presents the computerisation process with dilemmas, because each value chain requires its own information infrastructure, thus imposing contradictory requirements. This is generally not sufficiently recognised from the perspective of organisation oriented internal automation. 
At the end of the first article we summarised this new approach, chain-computerisation, as follows: “Just as the manager in the nineteen-eighties gradually shifted his focus from internal efficiency to external effectiveness, he should now be moving his attention in solving information issues from inter​nally oriented, classic automation to externally oriented chain-computerisation. This shift in focus often leads to different starting points, different system concepts and different information systems, which can be summarised as follows: 

1. 
communication instead of registration;

2. 
signalling at the right moment, embedded in the primary process of an action or decision;

3. 
a 'bare', general purpose information infrastructure.

It often proves difficult to solve structural information problems in value chains using only application-oriented information systems. Despite that, we continue to resort to them: a separate large national database of paedophiles, violent children, sexual offenders, etc. We shall have to stop creating a new databank for each and every problem. Targeted communication on a 'need to know' basis, 'just in time' and 'authorised only' better meets the requirements.” In contrast to the classic automation approach, chain-computerisation takes as its starting point the critical communication with other organisations and focuses on communal information infrastructure to facilitate targeted communication. That information infrastructure consists of 'bare' reference indices, number systems and so on as the basis for this signalling process at the right time, at the right place. The information is derived as much as possible from source registers elsewhere and is discarded following its (one-off) use. 

2.
Chain-computerisation and its implicit norms and values

Chain-computerisation as a normative
 framework for the organisational border-transgressing exchange of information has at least two aspects:

· a management aspect: streamlining the exchange of information within and between value chains so that chain failure and errors are structurally combated or prevented;  

· a social aspect: protecting information to structurally prevent information from falling into unauthorised hands (this extends further than the protection of privacy alone; it can also serve structurally to hinder information offences by employees
).

The first article explored the management aspect: how can the functioning of a value chain be streamlined with a few chain information systems in a 'bare' information infrastructure at chain level that is available to all parties? The new approach, chain-computerisation, is clarified on the basis of an example of a chain information problem, a chain information system and a chain-computerisation solution. This is illustrated by explaining the organisational profile of the method's four analysis instruments in more detail. The organisational profile can be used to test the feasibility of a chain-computerisation system in a specific value chain, an important management aspect. 

Central to this article is the social aspect of chain-computerisation. The significance of chain-computerisation to the protection of privacy is our primary point of attention. But in an information society privacy has less value if people are unable to carry out legal transactions anonymously. We shall therefore also explore the significance of chain-computerisation for orderly, anonymous legal transactions. 

Protection of privacy
The protection of people's private lives appears to be coming under threat by the increasing ease with which a person's details can be gathered, amalgamated and redistributed. The chance of improper use, abuse and criminal use is considerably greater in the information society than in traditional society. Many organisations have huge amounts of information about individuals without the integrity of staff and management being guaranteed. The social computerisation process in the no-man's land between organisations must therefore be placed on a different footing. By means of chain information systems (reference indices and number systems, for example), chain computerisation creates a social information structure that compartmentalises this empty space. Number systems and reference indices can be used to build dams against the unbridled gathering of information. As a normative concept I propose the 'omniscient government' as opposed to an 'intelligent government'. I will indicate how chain-computerisation helps to combat the former and advance the latter. 

Anonymous legal transactions

The second important point is the ability to carry out anonymous legal transactions without placing the legal order under threat. Chain-computerisation can contribute to anonymity being possible without the anonymous person being able to misuse the situation. Identity is a social value that is produced in a value chain. For the sake of clarity, I have termed the value chain that makes orderly, anonymous legal transactions possible the 'identity chain'. We shall start by further exploring this identity chain, and see that chain-computerisation does indeed provide the right direction for a solution to the information-based support of orderly, anonymous legal transactions. The identity chain also provides the opportunity of illustrating a chain-computerisation instrument, the mission profile
, which can be used to test the need for a chain information system. In an information society this identity chain must shift the emphasis from the traditional combating of identity document falsification to the thwarting of identity fraud. If identity fraud can be systematically thwarted, pseudo-identities and pseudonyms can provide the desired anonymity towards third parties without adversely affecting the legal order. Chain-computerisation with number systems and verification registers is a prerequisite for this.           

The remainder of this article is therefore laid out as follows: 

3.           Privacy protection; an intelligent instead of an omniscient govern​ment
4.
Privacy protection; anonymous legal transactions


4.1 
The value chain and dominant chain problems

4.2 
Applying the value chain concept to the identity chain


4.3
Some key concepts related to identity and anonymity


4.4
The identity chain


4.5
Chain-computerisation for anonymous legal transactions
5.
Some conclusions

3.
Privacy protection; an intelligent or an omniscient government

It is not usually possible to base a governmental decision solely on the information provided by the citizen. This is why public organisations gather supplementary data and store them in their own files. At present, the average civil servant has more data at his disposal than he needs for his work. With a general identification number such as a National Insurance Number he is able to combine all sorts of data. At the very time that we are trying to hold back the spectre of big brother, our current approach to automation is achieving precisely the opposite effect. 

One would imagine that there are sufficient forces available to combat the current practice of excessive information gathering. A lot of these data become outdated in the course of time and cannot be brought up to date if they are disconnected from the source. This leads to contamination of files and errors in the product. Employees of the public organisations are caught having misused personal and other data; from within an organisation there seems no way to sufficiently guarantee the integrity of its employees and management. So far, these countervailing forces have not resulted in a more adequate way of dealing with personal data. Chain-computerisation does so.

The aim of chain-computerisation is to bring together the required data only at the moment of use and then to immediately dispose of them, thus rendering the storage of these personal data superfluous. This is the first step within organisations towards limiting internal data gathering and linking. The second step is, whenever possible, to register personal data using only a value chain’s own number without other personal numbers or additional personal data. In this way limiting the possibilities of internal data collection mania will in the long term be more effective in protecting privacy than limiting the external distribution of personal data, this being the actual focus of data protection policy in Europe. With number systems and reference indices chain-computerisation makes it possible to shift the protection of privacy from external to internal restricted access to somebody’s personal data. 

This social aspect of chain-computerisation can be clarified further by distinguishing an omniscient government from an intelligent government. In the process of implementing the law an intelligent govern​ment has to have access in each link of a value chain to all the data it needs to make the right decision. More and more laws oblige the government to do this and the public are becoming less tolerant of erroneous and naïve governmental decisions. In general terms, the law is opposed to an omniscient government, but there is no objection to an intelligent government. By using a combination of internal and external data at the right moment (e.g. at the moment a decision is made), an intelligent government is able to put a stop to a wrong decision or a risk of fraud, after which the external data can be destroyed to avoid their subsequent use for other purposes. On the other hand, an omniscient government gathers and stores those supplementary data with a view to the possibility of using them again, also for other purposes. The newspaper report below shows how the current approach to automation can lead spontaneously to an omniscient government. 

             “Groningen, 29-10-1997 (source: NRC
)

The Social Services Department in Groningen wants to actively approach tenants who do not receive rent subsidies. With a computer, that's no problem. All 168,428 Groningers can be called up on the computer screen [...] Some four hundred characteristics of the Groningers are known: whether they live in a rented flat, the benefits they receive, the composi​tion of their household. Number 42,467, a mother on social security from the Groningen district Korreweg, is not receiving a rent subsidy. But given her rent and her income, she is entitled to one. 'This system makes all information about rent subsidies, supplementary benefits and remission of local taxes superfluous.' [...] The so-called 'non-use' of rent subsidy in particular will then be a thing of the past. [...] In Groningen, the Social Services Department has built up its 'client monitoring systems' by comparing all computer files available in the municipality at one moment in time. The information includes all addresses, details of housing corporations, the employment agency file and the Social Services Department's own files. The motivation behind this in Gro​ningen is simple: if we can detect fraud by linking municipal files to each other, we can trace the non-use of facilities such as rent subsidies in the same way. [...] The alderman: 'I feel that we have to enter further into the realm of privacy. Those people are entitled to that money'. [...]. ”

To curb the data collec​tion mania - however well-intentioned - described here, we shall have to view organisational border-transgressing information flows in a non-traditional manner, which I have called chain-computerisation. We have to shift attention from data recording and data management within organisations to the communication process between organisations and one-off use of data. For verification purposes we must adjust the current approach of (periodic) comparison of files towards signalling the necessary verification detail to the organisation that needs it, and at the right time too. To achieve this, we have to know which organisation has that detail. This emphasises the importance of a suitable information infrastructure, e.g. a reference index, which points to the source register of any specific data or to the organisation that keeps it.

The idea of a source register deserves special consideration. Within the government data should be registered only once at the source of the data in what is known as a source register
. This should then be used by all public authorities and private organisations with public tasks instead of their gathering all of this data again and again. The initial registration of a piece of informa​tion thus takes place as close as possible to the place where later changes and corrections come about. That is why every Dutch munici​pality has a registry office for residents: that is where the changes and corrections come about, and that is where the information can be kept up-to-date. If a child is born outside of the munici​pality where the parents live, this munici​pality's registry office still has to be notified of the birth, although that municipality cannot register the new​comer non-resident. The birth municipality transfers the information to the residential municipality of the parents, where the information about the new resident can be taken up in the registry. The result of this is what it should be: one single registration, as close as possible to the source of a detail or a later change or correction. Other authorities can call up the up-to-date information from that source register without itself having to register it and subsequently keep it up-to-date. At the moment you want to use the information, the modem of your computer makes a connection with the other computer and sends a question. When the information is extracted from the reply message, the recipient's word pro​cessor places it directly into a document or calls it up onto the screen. The result of the exchange of information is directly processed, without the data being re-registered and subsequently kept up-to-date for later or other use. 

With the result of such an exchange of information one can also  compare data. If there proves to be a conflict in two data concerning a single person, the result is what is known as a hit. If, for example, somebody turns out to be simultaneously receiving a salary and unemployment benefit, this can be an indication of benefit fraud. This check using electronic data interchange (EDI) at the moment of a concrete action or decision often yields a better result than the periodic comparison of files, which has a serious limitation. Data can relate to various moments in time. Conflicting data then give false signals. If there are no conflicting data (a 'no-hit'), one could conclude in this particular example that there is no concurrence of salary and unemployment benefit. But this conclusion is too hasty. No-hits can in fact also give false signals and even if not in any way false, can say nothing about the situation following the moment to which a piece of informa​tion relates. In the meantime, new conflicts may have arisen that are not brought to light. 

We can now indicate how chain-computerisation helps to combat an omniscient government and promote an intelligent government. By means of chain information systems such as reference indices and number systems, chain-computerisation creates a collective information infrastructure that places partitions between sectors in society. Using number systems and reference indices communication within and between value chains can be set up in such a way that linking data relating to the same person can structurally be hindered unless that link is required for an intelligent government and is properly provided for in law. Targeted signalling then provides the data required for a decision, which are then discarded after (one-off) use rather than stored. On the next occasion the detail in question is again retrieved in up-to-date form along the route indicated by reference indices and is protected internally by means of different numbers that are non-linkable to staff members of the enquiring or the supplying organisation. The reference indices refer to a range of source registers in which the data can be properly controlled close to the source. This finely-meshed network of number systems, reference indices and source registers makes it possible to keep data structurally separate and to combine them only when permitted and necessary. Chain-computerisation shifts the emphasis of privacy protection from the current orientation to limiting external provision to limiting internal linkage. The computerisation of society can thus take place in a way that simultaneously takes privacy protection as its starting point and its result. 

4.
Privacy protection; anonymous legal transactions

Without anonymous legal transactions the public interest of privacy protection is limited and the social significance of chain-computerisation comes insufficiently into its own. Orderly, anonymous legal transactions require the protection of a person's true identity without that protection being characterised as absolute. Paradoxical as that may seem, orderly, anonymous legal transactions are not possible without adequate identification management. Anonymity is therefore a product of the same social value chain that produces identities, the identity chain. We shall first take a closer look at the general concept of a value chain. We will then apply that to this identity chain. Finally, I will explain how chain-computerisation makes a valuable contribution to the possibility of orderly, anonymous legal transactions.       

4.1
The value chain and dominant chain problems

A value chain is no more than an abstraction, although having a particular organisation in mind it is sometimes possible to identify right away its most important value chain. Because a value chain represents structural co-operation patterns, the image that people have of a value chain is at variance with the problem towards which that structural co-operation is aimed. That problem is found at chain level, otherwise co-operation would not lead to structural patterns. In the chain-computerisation approach we refer to dominant chain problems. A dominant chain problem is one that can only be tackled by all parties in a value chain together, and discredits the chain as a whole by regularly failing. A new dominant chain problem calls for new patterns of co-operation involving a number of old partners but also some new ones. Thus, the dominant chain problem determines a value chain at a particular point in time. This point is clarified by the following example.

The recent epidemics of swine fever and BSE in Europe have drastically changed the image of the stockbreeding chain in the Netherlands within a few years. Besides the familiar links of breeding, fattening, slaughtering and selling, everybody is now also aware of the role of a whole range of regulatory authorities, veterinary and medical laboratories, Artificial Insemination stations, haulage companies, doctors, hospitals and a variety of public administrative bodies, both national and supra-national.

A dominant chain problem can exert influence on a value chain for many years. But as soon as it loses its dominant character, structural co-operation patterns deteriorate into coincidences. It's place can be taken by another dominant chain problem. Some value chains have several dominant chain problems. One explanation of the many unsuc​cess​ful inter-organisational automation projects is precisely this: a value chain is not stable, but changes during the course of time, depending the actual dominant chain problem(s). It is usually impossible to predict when one dominant chain problem will be forced aside by another. It is however sometimes possible to surmise the direction of the development, as is the case in the example of the identity chain in section 4.4. 

4.2 
Applying the value chain concept to the identity chain

A value chain is determined by a dominant chain problem. How does that chain concept fit in with the identity chain? The traditional identity chain targets the prevention of document fraud, but the widespread use of chipcards (which provide people with electronic identities and electronic identity documents) can confront the identity chain with a new dominant chain problem, thwarting identity fraud. This can be derived from experiences elsewhere. Because electronic communication is a global phenomenon some countries such as the U.S. run ahead of us, giving other countries a preview of what they will be facing in the near future. Besides the loss of jurisdiction for national law enforcement bodies, identity fraud is the most important problem that the authorities of the countries running in front associate with the information superhighway. Identity fraud can be seen as a new dominant chain problem in the identity chain. For as long as the Dutch identity chain concentrates its efforts on fraud-resistant identity documents, the dominant chain problem is still document fraud. This is regarded as a problem for the government only. Preventing identity fraud is a dominant chain problem of a completely different order. This is as much a problem for the government as for many private organisations and individual citizens who unwittingly help facilitate identity fraud, and who are sometimes also left to pick up the pieces. A major increase in identity fraud will radically change the identity chain with new patterns of co-operation between public and private organisations. This changes also the critical communication with which identity fraud can efficiently be prevented in every single case, and with which errors that threaten the functioning of the chain as a whole can be avoided. 

It is useful to make a short digression towards the theory behind chain-computerisation. This concept of a value chain being determined by a dominant chain problem is closely linked with the mission profile, one of the four analytical tools of chain-computerisation. This mission profile is instrumental to assessing the possible outcome of a chain-computerisation project. If the most prominent problem at chain level causes a verification register at chain level, for instance, to be a necessity, then it can become a success. This theory states, quite simply, that if such a chain information system is not necessary to solving the dominant chain problem, the project to develop this system should not even be tried. Because many interorganisational information system developments tend to end as failures, the mission profile is very useful in providing a rigorous test to prevent bad projects.

No orderly anonymity is possible without identity fraud being kept under control. We shall therefore examine chain-computerisation for orderly, anonymous legal transactions from the perspective of this identity chain. But let first look at the key concepts related to identity and anonymity.

4.3
Some key concepts related to identity and anonymity

Identification and verification

What we call identification is the process of ascertaining who somebody actually is. Identification requires research. An important aspect of identification is that the person concerned is actually present. The appearance of a person can then be compared accurately with a photo in his passport; the identifying personal details in that passport must in turn correspond to those in his birth certificate. It is sometimes necessary to compare physical personal characteristics (fingerprints, DNA profile, etc.). Documents and devices must also be available in their original form so that their authenticity can be ascertained. In the Netherlands, there is neither a general obligation to prove one’s identity nor a general authority to ascertain someone’s identity
. According to Dutch law, the power to investigate a person's identity is reserved to only a few public authorities, the police in particular, the Aliens Police and the registrar of births, deaths and marriages
, their power being limited by law. Their identity investigations for criminal and non-criminal use are essential because verification procedures without good quality prior identification are not resistant to malicious intent.

Other bodies and organisations (public and private) are only allowed
 to verify a person's identity. In comparison with identification, however, verification is of a different order. One does not investigate who a person is, but merely ascertains that two details relate to the same person. Personal numbers and identifying personal details are usually compared for this purpose. Even if a person can be directly compared with his photo on an identity card, this verification cannot ever provide certainty that the person in question is actually what he claims to be. Unfortunately, people are not generally aware of this limitation, so that verification is in practice often put on par with identification. Wrongly so.

Verification is generally sufficient for legal acts in private law even if a person’s identity is wrong as long as it is accepted by the parties involved. If a bank agrees to give somebody credit, it is sufficient to ask for proof of identity and to check the validity of the proof of identity shown. Verification in criminal law is mostly insufficient. The police are expected to ascertain beyond dispute the identity of a person involved when a criminal offence comes to light. If errors are made in this process, the judicial intervention runs aground further on in the criminal law enforcement chain. An erroneous identification cannot be later rectified by means of verification. It is only if the police have conducted a successful identification at the beginning of the criminal law enforcement chain that other bodies can make do with verifications in subsequent processes.

Anonymity, identity and pseudo-identity 

Not everybody in social and economic life wants their identity at all moments to be known to one and all. To protect their privacy and, for instance, to safeguard payment cards, people generally use pseudonyms such as electronic signatures and pincodes. This makes anonymous legal acts with third parties possible. Anonymity is, after all, a relative concept. Nobody is anonymous to himself and his family and acquaintances. But a person is anonymous to others if there is no way they can find out who he is. Anonymous to the one person, known to the other. If a pseudonym cannot be traced back to somebody's true identity by a third party, it will be possible to enter into an anonymous legal transaction with him. However, as a condition for preventing the law and its applicability being placed under threat, it must be possible if necessary to derive the right person from the pseudonym. The reason for this is embedded in the law itself. It is usually sufficient to be sure that somebody is the same person, but it sometimes has to be possible to derive a person's true identity from a pseudonym. Orderly, anonymous legal transactions are possible if this is can be done in cases provided for by law. 
Pseudonyms work fine in situations where it has purely to be ascertained that a person is the same as the one that is expected or authorised, his true identity not being of any legal or practical importance. Although the issuer of a PIN card knows the true identity of its holder, that is not something the shopkeeper who accepts the PIN card needs to know. For the shopkeeper he can remain anonymous. Unlike the general identity function of a passport, the function of a PIN card is therefore to create a pseudo-identity or pseudonym to provide anonymity towards third parties. With the exception of the legal general identity documents, any document with an identity function is basically a pseudo-identity document, even if it is used in legal relationships with the authorities. To prevent identity fraud it is important to ensure that these pseudo-identity documents cannot be used as general proofs of identity towards third parties by not disclosing any details from which a person's true identity can be derived. No photographs, no name or address on a PIN card; a number, a symbol and a return address suffice. Unfortunately, many PIN cards do carry personal details and can be used as proof of identity if no other proof is available. 
4.4
The identity chain 

The identity chain can be taken as a collaboration between a large number of organisations that carry out mutually related actions and make interim products which make it possible to ascertain, record and subsequently verify an identity or an identity document. The chain product is ‘identity’. Each interim product is used by the other links in the identity chain for its own interim product. A legal general identity document is made on the basis of a source document; and this can be taken in turn to personalise a contractual pseudo-proof of identity (a bank pass, for instance), which in turn can be used for a transaction (e.g. remitting payment, gaining access or having the pseudo-identity checked).

This is outlined in diagram 1. Shown in the bottom section of the columns in the diagram are the subsequent links (stages) of the identity chain (bold printing). Indicated at the top of the columns are the tools, skills and knowledge required (normal printing), while in the middle section of the columns the required authority and capacity are listed (italic printing).

These are the four links of the identity chain:

·  Source documents (domestic and foreign); 

Source documents such as birth certificates can be based on a new fact, another (foreign or domestic) source document and on (foreign or domestic) legal identity documents of the people involved. In contrast with the very few legal identity documents, there are many source documents, mostly of local origin with numerous variations depending on time and place.

·  Legal general identity documents (domestic and foreign)

Legal identity documents (passport, driving licence, aliens identity card) are based on domestic or foreign source documents, available personal details and other foreign or domestic identity documents.

· Contractual (pseudo-) identity documents (smart cards included) or identifying numbers (domestic and foreign)

Contractual documents with a pseudo-identity function are all around us, and include bank passes, electronic keys and membership cards. And there are many more identifying personal numbers. The public authorities, for example, operate the judicial number, the national insurance number and a municipal number. Private organisations also use personal numbers in a wide range of formats and types: hospitals with patient numbers, insurers with policy numbers, banks with account numbers, shops with client numbers and employers with personnel numbers.
· Transaction (e.g. a legal act, an access or a payment)

In this fourth link of the identity chain the value of the chain product 'identity' has to be realised. For this purpose we need the means and authority to check a person's (pseudo-) identity. 

The quality of the chain product ‘identity’ can be adversely affected in any link of the chain, but problems at the front of the chain are the most disruptive: once falsely identified, always falsely identified! Undetected forgeries and other errors made in the first two links of the identity chain can have a considerable impact on subsequent links.

Identify fraud can occur at any point in the chain. A fake or forged foreign source document can be used to create a new identity that gives entitlement to a legal identity document. A forged legal identity document can be used to obtain a new pseudo-identity (e.g. a PIN card) and a fraudulent transaction can be conducted with a forged or imitated (electronic) pseudo-identity document. 

There are some circumstances that make it impossible for the identity chain to frustrate identity fraud in the current situation. The techniques in use for verifying a person's identity are not person-based; biometrics does facilitate person-based verification, but is scarcely used. Secondly, there are always circum​stances under which any verification procedures will break down, because a document is missing or a device isn't working. This necessitates the operation of an emergency procedure, a fall-back option. Fall-back options in virtually all electronic or non-electronic verification procedure are informal and improvised, and carry a considerable risk of error. People invariably fall back on deficient methods, such as visual recognition based on a photograph or directly adopting details from a document that has not been, or cannot be, checked. Insiders know how easily the human mind sees what it expects to see and how difficult it is to distinguish between look-alikes. Finally, preventing identity fraud requires a co-operation between public and private organisations which still has to be developed.

Apparently, the situation is not yet uncontrollable for an identity chain that concentrates on preventing and combating document fraud. The question is whether this situation will remain in place if electronic legal transactions significantly increase and whether the widespread use of smart cards will entail all sorts of electronic identities and electronic (pseudo-) identity documents. Then, the identity chain should focus (more) on preventing and combating identity fraud. Bearing in mind this future scenario of barely controllable identity fraud, we will now turn our attention to what chain-computerisation can offer the identity chain. 

 knowledge, skills and tools

required

Knowledge of do​mes​tic and foreign source and identity docu​ments, and of their counterfeits


Support in verify​ing source and identity documents (including foreign ones)


Collections of models and of counterfeits of source and identity documents;




Knowledge of do​mes​tic and foreign source and identity docu​ments, and of their counterfeits


Support in verify​ing source and identity documents (including foreign ones)


Collections of models and of counterfeits of source and identity documents;




Source registers (for persons, documents, smart cards);


Public verification registers to check whether a legal identity document is valid ;


Support in verify​ing identity documents (including foreign ones)




Public verification registers to check whether a shown identity or pseudo-identity document is suitable for checking a person’s identity ;


Timely detection of unusual patterns of transactions (pattern recognition techniques)

authority

 and capacity

required
a)
Authority to carry out identity investi​ga​tion;

b)
Capacity for identity investiga​tion;



a)
Authority to carry out identity investigation;

b)
Capacity for identity investigation;

c)
Government control of the process of issue

a)
Card or number issuer:


Compulsory identification


Authority to: 

a. ask for proof of identity 

b.  check the validity of a proof of identity.

b)
Card or number holder:


Compulsory iden​tification for those involved.  

Security checks during transaction:

a)
verification of pseudo-identities (PIN or biometric personal detail)

b)
authentication of technical means or documents (e.g. smart card and card reader)

links in the identity chain
1

source documents
    (
2

legal identity documents for general use
       (
3

contractual (pseudo-) identity documents or personal numbers


      (
4

 transactions

examples
birth certificate

passport, driving licence, aliens 

identity card

PIN card, asylum seekers identity card, tax and social insurance  number (SoFi-nr)

payment, access,

authorisation

4.5
Chain-computerisation for anonymous legal transactions
Chain-computerisation’s point of departure of the required communication with other organisations means that special attention is paid to the collective information infrastructure needed to channel and steer the critical communication to prevent identity fraud and to facilitate anonymous legal transactions. 

To thwart a potential identity fraud at the right moment by means of targeted signalling the identity chain will need number systems and verification registers. Number systems to uniquely identify persons, identity and pseudo-identity documents. Bare public verification registers
 to check the validity of a legal identity documents, a pseudo-identity document or an identifying number. ‘Bare’ in this context means that only a number and a blocking code are shown. Nobody needs to know what is wrong with a (pseudo-) identity document. Neither does the verification register provide any information about who holds the identity document; it is only concerned with the validity of the document, not the person of the holder. This limited information can therefore be used for all sorts of social purposes. According to the rules of chain-computerisation, signalling if there is something wrong with a (pseudo-) identity document or identifying number will be embedded in the process of personalising a smart card or in the process of verifying the user of a smart card during an electronic transaction. 

The value of public verification registers for checking the validity of (pseudo-) identity documents and identifying numbers is greatly enhanced if the number’s or the document's holder can easily have it blocked against misuse by others. At present, this is not possible for the Netherlands' three legal identity documents, but is possible for bank passes and credit cards. 

Verification registers can also offer a direction in which to seek solutions to the unclear situation regarding domestic and foreign source documents in the first links of the identity chain. Solving major problems in these first two links contributes most to solving dominant chain problems. It is therefore remarkable that there are no unequivocal rules in the Dutch identity chain for the use of source documents for proof of identity and vice versa. It will be good policy in the identity chain to use only source or identity documents for which there is a specific verification register as meant here. Other documents should not be used without a true identity investigation ad hoc. 

The third category of chain information systems that the identity chain will need is reference indices. They can play an important role by disclosing available knowledge about source and identity documents and collections of their counterfeits. In the Netherlands, the available knowledge about models of valid foreign source documents and collections of counterfeit foreign source documents is limited and spread out over many specialised authorities, each of them focused on its own particular set of relevant documents. The same holds true for the available knowledge about models of valid foreign identity documents and collections of their counterfeits. Reference indices can also serve to facilitate the targeted exchange of information with other partners in the identity chain.                                

5. Some conclusions

Central to this article is the social aspect of chain-computerisation. Chain-computerisation brings about information infrastructures that can serve to support privacy and anonymous legal transactions. Using reference indices, number systems and verification registers, communication can be set up within and between value chains in such a way that linking data relating to a single person is structurally hindered, unless that linkage is required for an intelligent government and is adequately provided for in law. Targeted signalling then provides the information needed for a decision, which is then, after (one-off) use, discarded. Chain-computerisation thus shifts the emphasis of privacy protection from the current orientation to limiting external provision to limiting internal linkage.

Without anonymous legal transactions the public interest of privacy protection is limited and the social significance of chain-computerisation comes only partially into its own. Orderly, anonymous legal transactions require the protection of a person's true identity without that protection being characterised as absolute. Chain-computerisation can make a valuable contribution to orderly, anonymous legally transactions as soon as the identity chain concentrates on identity fraud as a dominant chain problem with a public-private collaboration suitable for the purpose. The identity chain cannot keep identity fraud under control without number systems, verification registers and reference indices. Paradoxical as that may seem, orderly, anonymous legal transactions are not possible before an appropriate response has been found to the wave of identity fraud that will be precipitated by the widespread use of electronic identities and electronic identity documents. 

Chain-computerisation supports the protection of privacy along these two lines. The computerisation of society can thus take place in a way that simultaneously takes privacy protection as its starting point and its result. We therefore see that system concepts for the organisational border-transgressing exchange of information are not merely a question of technology, but also determine the quality of the information society through the way in which the computerisation of society takes place. It is for this reason that policy makers will have to involve themselves more in those system concepts. To them, the new chain-computerisation approach incorporates an alternative to traditional system concepts. This alternative at the same time clarifies implicit social choices in the traditional system concepts. 
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� 	See: Chain-computerisation for interorganisational public policy implementation, p … of this issue of II&P.


� 	Both in the meaning of 'best practice' and of (personal) ‘value judgement’: our society will be benefited in the future by another form of inter-organisational computerisation than that which we see in practice today.


� 	Consider, for instance, the clandestine selling of sensitive information by employees to outsiders. 


� 	The collaboration profile has already been explained in the context of the first article. This makes it possible to test the feasibility of chain-computerisation systems in a value chain to prevent fruitless efforts (a clear management aspect); the other two analysis instruments (co-ordination profile and information profile) and the three intervention models (decision-making, strategy and future studies) are not addressed within the scope of these two articles.     


� 	NRC stands for Nieuwe Rotterdamse Courant, a highly esteemed Dutch daily newspaper


� 	This premise is laid down in the Resolution on government information structures 1990 (IVR90) of the Minister of Home Affairs. 


� 	The political discussion in the Netherlands has resulted in the rejection of general mandatory iden�tifi�cation (see Compulsory Identification Act, stb 1993, 660)


� 	A recent change to Dutch legislation for the register of births, deaths and marriages converted the traditional narrative deed ("on this day X appeared before me and reported the birth of Y, etc.) into a factual deed (on this day Y was born, etc.). The registrar of births, deaths and marriages therefore has to vouch for the accuracy of the data concerning persons and facts that he records in his officially certified deeds and which end up via the municipal population register on a passport or a driving license.


� 	In the Netherlands, this is done on a voluntary basis with the exception of a few situations that involve a legally compulsory identity verification.


� 	See Grijpink, J.H.A.M., Keteninformatisering  [Chain-computerisation], Sdu, The Hague, 1997, pp. 92, 96 ff., 107 and 108
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