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Abstract: New technology all too often confronts us with strategic problems because the unintended counter-productive side effects of project implementation do not always become apparent until it is too late. Therefore, a more systematic and anticipatory approach is needed. For this purpose a flexible assessment model is presented and applied to the biometrics on passports and identity cards (so-called passport biometrics). This approach has been decided upon by the European Council to combat identity fraud. The analysis shows that the assessment model can be a useful tool and relates to one of the most important aspects of social processes: whom exactly are we dealing with? If biometrics is used with a view to improving identity checking procedures we do not want to be confronted with counter-productive effects. This can prove to be a real challenge!

1. The assessment model

New technology is usually applied to solve a problem applying the same perspective as the original analysis suggested when first assessing the problem. Because the actual problem may be different, this approach can potentially block the solution. As such the implementation of new technology can initially aggravate the original problem. This is illustrative of new technology acting as a ‘spoiler’, imposing further obstacles to the solution. Analysis of the spoiling focuses attention on other perspectives that suggest more effective solutions to the problem. I call this the ‘informant’ role of the new technology. Thus, in this assessment model the new technology is both spoiler and informant. Looking at biometrics as a spoiler enables us to find out how the spoiling takes place. Looking at biometrics in an informant capacity helps to reduce or prevent that effect. 

Let us look at a preliminary example to illustrate the model (the main example follows next). Usually, we view information and communication technology (ICT) as a means of automated data collection, storage and processing. In the public sector, this perspective on the use of ICT spontaneously leads to separate databases for every social problem (criminal foreigners, addicted prisoners, local paedophiles, multiple delinquency, terrorists, etc.). We are burdened with an increasingly chaotic patchwork of databases that is hard to manage.  The spoiling becomes apparent! Analysis of the spoiling suggests another perspective. We do not particularly want a competent data collecting government. Rather, we want a government doing the right thing and taking the right decision when required. This can only be done if government agencies communicate better. This perspective focuses on ICT as a means of computerised communication instead of data processing and storage. ICT in the role of informant thus suggests more computerised chain communication to counterbalance the negative effects of an ever increasing volume of data processing and data storage. This, however, requires another perspective on exchanging information then the usual one. The field of study called ‘Chain computerisation’ offers this alternative perspective.
 Within and between social chains it turns out to be possible to electronically exchange information quickly and effectively. This can be achieved without affecting the citizens’ privacy and at the right moment, so that the appropriate action or decision can be legitimately taken. The importance of this will only increase, as international chain co-operation more often requires the sharing of personal data with organizations in other legal traditions or jurisdictions. This gives fewer guarantees that our personal details will be legitimately used. Understanding the point that ICT at first plays the role of spoiler can help us to quickly find a better approach to the problem at hand that minimises the duration and the volume of the initial disruption caused by the implementation of new technology, e.g. ICT. 

2. Application of the model to passport biometrics

The main example illustrating the use of the proposed assessment model concerns the implementation of biometrics on identity cards and passports as a weapon to combat identity fraud. With identity fraud we mean here that someone with bad intentions deliberately pretends to be somebody else, either a real or a fictitious person. This concept of identity fraud is broader than the usual one, which is limited to fraud with an identity document, such as a passport, an ID-card or a driving licence. This traditional concept does not include the possibility to commit identity fraud by using personal registration numbers, pictures, acts or events. People also conclude from these types of information whom they are dealing with. Identity fraud in the broader sense therefore can take place anywhere and anyhow, and is not limited to specific situations, procedures or documents. If the false identity is accepted at one point, the fraud can then make itself felt in many other situations where it is often impossible to recognize the initial fraudulent action. The advancing digitalisation makes identity fraud ever easier.
 The new feature about it is that although successful identity fraud does leave more and more electronic traces in the digital environment, these traces lead to the victim instead of the culprit! Therefore, the victim is often the first and only suspect. Subsequently, confronted with suspicion and accusation, the victim has to prove his innocence. This can quite often be extremely difficult if he has to prove a negative viz., that he has not done something. 

Because identity fraud is at the base of organized crime and terrorism, putting the holder’s fingerprint on his identity card and passport is now being considered in many countries. This is called biometrics, meaning using someone’s physical features as a means of automatically recognising the individual or as a passkey to give access to certain processes or data. Private companies, too, will use biometrics, for physical features are the only types of personal details with a direct relation to the individual involved. Identity checking with biometrics is the only way of physically determining to whom a document, object or piece of data relates. Using other data than biometrics for identity checking only offers administrative verification of someone’s identity. Biometrics and biometric identity checking will, therefore, gradually capture a dominant place in most social processes. Thus, passport biometrics provides a nice example of the use of the assessment model presented here. 

3.
Passport biometrics as a ‘spoiler’

Many countries are now planning to add fingerprints to the holder’s personal details on passports and ID-cards. This is an obvious step to take from the usual administrative perspective on identity that puts much emphasis on transparency and convenience. People do not realize that it was precisely this mental model that, in the past, gave identity fraud the chance to get out of control. In the same way, the Dutch social security number was put on passports and driving licences in 1996 to facilitate the use of the individual’s personal number, resulting in a sharp increase in identity fraud since then.
 This administrative approach only works well if the identity document is sound, and if the holder is the right person. This fails if someone who just looks like the rightful holder is using the document. Then one can take on another person’s identity and use that person’s social security number, for example, unnoticed. The usual name-number control based on an identity document is not designed to work in this situation. 

To make things worse, in many situations when identity is being checked, providing a copy of the identity document is sufficient, making it still easier to use the personal number or identity of somebody else. Unintentionally, putting the social security number on identity documents has made identity fraud much easier. Putting biometrics on a passport or identity card will do the same. The identity fraudster can read out the fingerprint from the passport. By applying this fingerprint to his finger in one way or another or by using any other fingerprint producing more or less the same measurement result, he then can successfully pass himself off as the holder of the ID-document. So far, no biometric technique is robust enough to be reliably used on a world-wide scale taking into account all types of poorly controlled procedures and adverse human behaviour that can occur on this enormous scale. It is, therefore, realistic to expect that, at first, passport biometrics will cause identity fraud to increase – and thereby lies the spoiling effect.

Following this assessment model the assumption is that passport biometrics will thus lead to an increase instead of a decline in identity fraud. The next step in the model answers the question how this spoiling is in fact possible? This raises the question, how we identify a person in a real life situation with the attendant risks of adverse behaviour and slapdash or sloppy procedures in the process. It is clear that establishing a person’s identity only by using the data on an identity document presented by the person whose identity is to be checked, cannot be certain. Someone who wants to pass off as the rightful holder can easily misuse these data. Furthermore, the legal system dealing with the issue of identity documents and identity checking contains rules to be followed by public authorities that make it easy for the identity fraudster to predict where, when, how and by whom his identity will be checked. Identity checking is often done in public places and can be inconspicuously observed in order to spot weaknesses in technique, organisation or procedures. Also, within the legal system there is a role for legal norms regarding identity checking, such as the norm that one is innocent until proven guilty and that suspicion needs sound evidence. This means that one will not be continuously alert to identity fraud. The individual normally waits until something arouses his or her suspicion. Generally, that keeps us waiting too long: the identity fraudster is nowhere to be found, or has to be accepted due to lack of evidence. Without a specific law, government cannot legitimately install procedures that oblige individuals to let their identities be checked on the mere ground of suspicion. Such procedures are only legal if the identity checking is done purely on a voluntary base. This implies that a person should be informed beforehand. Thus, the element of surprise only works to the advantage of the fraudster. With some preparation an identity fraudster can outwit most identity checks.

4. 
Passport biometrics acting as an ‘informant’

To find a way to limit the spoiling, one needs a perspective that differs from the administrative perspective that caused the problem in the first place and the spoiling that resulted from the implementation of biometrics as the first line of defence against identity fraud. In the model this points to the passport biometrics’ role as an ‘informant’. Because the spoiling concerns identity fraud, one can choose a judicial point of view as the alternative perspective. This means dropping the dominant focus on the identity document itself since this is associated with the administrative perspective.

We must find new ways of checking a person’s identity that fits the alternative perspective. We therefore need to improve on two important aspects relating to the deceiving behaviour of the person to be checked, assuming that he wants to pass off his identity as belonging to someone else. First, we need a method that is directly aimed at the person to be checked instead of his ID: for example, asking a question that only the correct individual can answer. As it stands, governments hardly use this method of checking identity. Secondly, we have to make the checking process less predictable from the point of view of the person to be checked, e.g. by randomly and unexpectedly changing the procedure. This is important because, in the information era, it is the fraudster and not the checker who has the initiative in a digital environment. Unnoticed by the checker, the fraudster is able to frustrate the functioning of computerised procedures, for example by inconspicuously disabling the chip in his passport containing his biometric data. He then applies a fall-back procedure whereby he can use some prearranged and, at that moment, unverifiable details to make his identity claim seem plausible.

The intended use of passport biometrics now turns out to be a useful informant. Analysis of the spoiling shows that identity checking procedures need to vary not only to make the use of biometrics safer, but to catch the identity fraudster in the act. Biometric detail can help, but not if it is put on the identity document itself, thus giving it away to the smart identity fraudster. This type of implementation did operate in the fight against document fraud in an analogue world. However, in fighting identity fraud in the digital era, putting a fingerprint on the passport might bring about counter-productive results, especially if one can pass off unnoticed as somebody else just by copying or faking his fingerprint. Biometrics should also be implemented in a way that ensures the process of identity checking is less predictable in the eyes of the person to be checked. We need to use checking details more often that impostors or accomplices cannot know. Identity checking procedures ought to become so unpredictable that a fraudster cannot assess if, when, where and how he will be caught.

By such means identity fraud, as a phenomenon, can force the adoption of a different perspective on the use of biometrics for the purpose of identity checking. In actual practice, the judicial and administrative perspectives must be combined, because fighting identity fraud ought not to lead to the disregard of false documents. Confidence was raised recently when the Dutch government decided to use distributed biometric databases in combination with the biometric passport in order to catch identity fraudsters. These databases contain more fingerprints than the ones stored in the identity document. Using these additional fingerprint(s), identity checking can become less predictable. The fingerprints that correspond with those on the identity document can only be used to detect document fraud. Eventually, the whole issue of storing fingerprints on the document might be reconsidered, thus limiting their value as a weapon against identity fraud while, at the same time, unnecessarily enhancing the risk of such fraud being perpetrated.   

5.  
Conclusion

The assessment model presented here can be a useful tool for every organisation considering new technology to improve its functioning. With regard to the world-wide implementation of interoperable biometrics on identity cards and passports, the model reveals our basic perspective on the problem that we want to solve with biometrics.  The judicial frame of mind proves to be a good companion to the administrative one by suggesting different implementation ideas to safeguard the social benefits from biometrics. Identity fraud can be effectively combated only if the system makes sure that the fraudster does not know where, when and how he will be caught. This suggests that a general and world-wide biometric system is misplaced so long as its functioning cannot be adequately controlled. This insight also suggests aiming at a more varied use of smaller biometric systems in combination with chain-specific chipcards, keys, codes and personal numbers. This strategy makes it possible to reduce the predictability of identity checking and enhance the focus on the person to be checked. Furthermore, a larger number of smaller independent biometrics systems reduces the value of a successful identity fraud, thus making it less profitable and attractive for the fraudster.

The judicial perspective suggested here, as an alternative to the administrative perspective, is not the only relevant framework to support ICT or biometrics in fulfilling their role as ‘informant’. As I have shown before,
 the perspective of ‘Chain-computeri​sation’ can do the job as well as any other relevant alternative perspective. This is provided it is closely related to the problem at hand and different from the dominant perspective that caused the problem or blocked an early solution. Maybe the real challenge lies in discovering the best perspective, given the problem situation and realising the best conditions to beneficially use a new technology without delay. 

Finally, the example of passport biometrics is also interesting for its content. Biometric identity checking will, without doubt, play an important role in our information society, both in recognizing individuals and in protecting personal details. This will cause biometric fraud to consume a substantial part of the total volume of identity fraud. Because of the demands of the international community it is desirable to standardize biometrics worldwide. To achieve this, all national biometric systems will need to be usable throughout the world. This means that passport biometrics could end up becoming the de facto world standard. However, unless every such application is counterbalanced by chain-specific and tailor-made use of chipcards, keys, codes and personal numbers, passport biometrics’ spoiling will produce a world-wide increase in identity fraud, presenting a gloomy outlook on our emerging information society. 
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